11 



S § 

-2^3 





















6°t— 1 

















1 




g 









V 


- s 




$ T3 








II 












C Message Sender 
Routine J 



Receive message 
to be sent 



Receive designation of 
message recipients 




Message Distribution^ 
Server Routine / 



Receive a new 
message from a sender 
or a request from a 
message recipient 



Type received? 



request 



Message Distributor 
subroutine 



Message Tracker 
subroutine 




Fig. 4 



415 

( Message Distributor^ 
V Subroutine J 



505 



Receive message from 
Message Sender 



Decrypt message with 
server's private key 




Create entry in 
Message Tracking Table 
for message and store 
message sending information 



525 



Add recipient 
status information 
to created entry 



530 



Set all receipient 
save flags in entry 



| 533 

Store unencrypted 
message 



| 535 

Create message 
indicator that includes a 
reference to the 
stored message 



Fig. 5 




545 



Retrieve public key for each 

recipient, encrypt copies 
of the message indicator with 
the retrieved keys, and send 
encrypted indicators to 
corresponding recipient 



